Secure your business
with Managed XDR
for Workplace
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The threat landscape is
more treacherous than
ever, and navigating it can
lead to complexity that
doesn't deliver the results
you need.

Staying secure is getting harder

The way we work has changed, and the traditional network
perimeter has disappeared. Companies must now cope with
people, data and applications being anywhere, on any device.

As complexity increases, the bad guys are getting smarter. Ransomware is now a
successful business model for a new breed of smart, deep-pocketed bad actors,
and cyberattacks have become more sophisticated and industrialized.

The threat landscape is more treacherous than ever, and navigating it can lead

to complexity that doesn't deliver the results you need. And if that isn't enough,
it's difficult and costly to find and retain cybersecurity professionals who have the
expertise to protect enterprises from this new generation of attacks.

Faced with this complex set of challenges, it's time to rethink your cybersecurity
strategy — and DXC Technology is here to help.

Secure your business across the entire attack chain

DXC's Managed Extended Detection and Response (XDR) for Workplace protects
across endpoints, identities, email and applications. Built on the Microsoft 365
Defender XDR platform, DXC's managed service includes integrated protection
against sophisticated attacks and 24x7 investigation and remediation of issues
by expert security analysts.

Managed XDR for Workplace includes access to a customer threat expert who
provides advice and support, continuously tracking your security landscape and
threat trends across Microsoft 365 and the Microsoft 365 Defender service. This
includes providing recommendations specific to your environment to help you
strengthen your security posture.

Managed XDR for Workplace uses automatic threat analysis across domains,
building a complete picture of each attack in a single dashboard. With this clarity,
our defenders can focus on critical threats, hunt for sophisticated breaches and
stop attacks anywhere in the attack chain. DXC's managed service includes:

(Q‘ Identities. Microsoft Defender for Identity is a cloud-based solution
fo\rQ\le for protecting on-premises and hybrid identities. Defender for Identity
can proactively eliminate vulnerabilities and reactively detect live
threats.

Endpoints. Microsoft Defender for Endpoint is an enterprise endpoint

@"8' security platform designed to help enterprise networks prevent, detect,
investigate and respond to advanced threats.

security broker that provides rich visibility, control over data travel, and
sophisticated analytics to identify and combat cyberthreats across all
your cloud services.

{N\-_) Applications. Microsoft Defender for Cloud Apps is a cloud access

L Email and documents. Microsoft Defender for Office 365 safeguards
77N against malicious threats posed by email messages, links (URLs) and
collaboration tools.




Key service features

* Design and deployment. The managed service includes design and
deployment of Microsoft 365 Defender services tuned to your business:
Defender for Identity, Defender for Endpoint, Defender for Cloud Apps and
Defender for Office 365.

* 24x7x365 monitoring and response. Our experts continuously monitor
Microsoft 365 Defender incidents and alerts, providing triage, investigation and
remediation for issues ranging from malware to sophisticated insider attacks.
We don't just find the problems; we fix them.

* Aligned customer threat expert. Your threat expert provides
recommendations and support for improving your security posture, as well as
insights into incident and threat trends.

* Threat containment and remediation. With the full range of Microsoft
365 Defender services, our analysts work to remediate incidents and contain
attacks across your workplace.

* Security posture improvement. A single, prioritized view of incidents reduces
“noise,” confusion and alert fatigue.

* Auto-healing of affected assets. Routine and complex remediation are taken
care of. Threat detection, investigation and response occur automatically at
the domain level within each Microsoft 365 security product, with the right
playbooks and processes for your organization.

* Investigative threat hunting. Our analysts conduct intel- and incident-based
searches across all Microsoft 365 data with custom queries, helping protect
against emerging threats.

* DXC threat intelligence and network effect. Benefit from the vast network
of threat insights DXC gains from providing security services for hundreds of
global customers.
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Benefits
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Service options

Managed XDR for Workplace can be customized to suit your organization. We
can work alongside your security operations center and integrate with your IT
service management (ITSM) and security information and event management
(SIEM) services. DXC can help you with advisory, design and implementation as
well as full managed service capabilities. Service options include:

* DXC Security Operations Center. Our global 24x7 team of experienced
security analysts uses integrated cloud-powered defenses to support open,
multicloud environments, providing comprehensive cybersecurity protection,
detection and response services.

* Proactive threat hunting. DXC analysts conduct deep hypothesis-based
investigations across threat signals using modern tools to proactively identify
new threats to your enterprise.

Why DXC?

DXC secures some of the world's largest companies. Our more than 3,000
security professionals around the globe are supported by nine security
operations centers on five continents. Our scale and experience uniquely
position us to help our customers secure their environments.

* Microsoft Solutions Partner — Security
+ Member of Microsoft Intelligent Security Association
+ Microsoft Managed Security Service Provider

* More than 23,000 Microsoft certifications across cloud, workplace,
applications and security
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Learn more at

dxc.com
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About DXC Technology

DXC Technology (NYSE: DXC) helps global companies run their mission-critical systems

Get the insights that matter.
dxc.com/optin

and operations while modernizing IT, optimizing data architectures, and ensuring security
and scalability across public, private and hybrid clouds. The world's largest companies and
H ublic sector organizations trust DXC to deploy services to drive new levels of performance,
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competitiveness, and customer experience across their IT estates. Learn more about how we

deliver excellence for our customers and colleagues at DXC.com.
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